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Abstract. Alarm management is a fast-growing and important aspect in the petroleum operation domain. Alarm devices have
become very cheap leading petroleum equipment manufacturers to overuse them transferring safety responsibility to operators.
Not rarely, accident reports cite poor operators understanding of the actual plant status due to too many active alarms. Typical
alarms for a process plant could average over fourteen thousand per day so, there is mandatory to have a filtering process to
distinguish expected from non-expected behavior during emergency scenarios. Ambient Intelligence contributes by enriching the
petroleum plant environment with technology (mainly sensors and devices interconnected through a network) and built a system
to help plant operators to make decisions based on real-time information gathered and historical data accumulated. Ambient
Intelligence puts together all these resources to provide flexible and intelligent services to users acting in their environment.
Inspired by the distributed and encapsulated aspect of the process plant artifact physical model, we proposed a multi-agent-based
alarm management system to synthesize the process plant situation during emergency situations and assisting operators to make
sense of alarm avalanche scenarios.

Keywords: multi-agent systems, ambient intelligence, alarm management, oil industry, fault detection

1. Introduction

The trend in the direction of intelligent support sys-
tems applied to engineering lead us think of Ambient
Intelligence (AmI). The hardware cost reduction and
miniaturization allows including computing devices in
several objects and environments (embedded systems).

AmI environments should be aware of the needs
of people, customizing requirements and forecast-
ing behaviors. These environmentsare very diverse,
from typical environments like homes, offices, meet-
ing rooms, schools, hospitals, to industry. In the aims
of Artificial Intelligence, research envisages to include
more intelligence in the AmI environments, allowing
a better support to the human being and the access to
the essential knowledge to make better decisions when
interacting with these environments.
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Indeed, it is important to note that the current tech-
nological possibilities (e.g., embedded systems, dis-
tributed controllers, intelligent actuators and RFID)
now allow the definition of ambient intelligence envi-
ronments where a growing amount of information can
be embedded, thus increasing the decision-making ca-
pability of static and/or mobile entities, either products
or resources.

There exist several scenarios in industry where the
amount of sensor data needs to be intelligently pro-
cessed to optimize the decision making process. An
example is the alarm management in emergency sce-
narios that has become a topic of great concern in dif-
ferent economic sectors, such as nuclear, aeronautics
and offshore oil industry, due to the frequent accidents
occurred in the last decades caused by inappropriate
alarm management systems. Although great effort has
been devoted to plant’s automation and cheap alarm
device development, operators play an important role
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mastering all information and adjusting equipments’
behavior as needed. The observations of our research
are domain independent, but, in this paper, we focus
on the offshore oil process plant domain.

An alarm informs operators of the process plant sta-
tus and might require immediate action. As the safety
norms become more stringent and sensor devices be-
come inexpensive and easier to embed, manufactur-
ers have overused installing alarms into their equip-
ments. Trained operators handle pretty well few, but
not many, alarm information at a time. During a non-
planned process plant shutdowns, operators face an
avalanche of alarm information, frequently over 1000
alarms/minute, that must be understood, prioritized
and reasoned to decide upon which action, if any, to
take. This information overflow has been related as one
of the major cause of several serious accidents in the
last decade, such as the Mildford Haven refinery ac-
cident in the UK, on 24 July 1994, which resulted in
a loss of 48 million pounds and two months of non-
operation. The report of the Health and Safety Execu-
tive department [1] has identified as the accident cause
the refinery operators’ inability to identify what was
really happening behind the large number of triggered
alarms generated. The accident could be avoided if the
alarm system had identified the cause of the problem,
sorted alarm information and displayed only the most
important ones so that the operator is able to act prop-
erly.

A process plant of a petroleum offshore unit is a
complex artifact composed of independent equipments
which interact with each other to receive petroleum
from subsea reservoirs; treat it and export gas and oil to
land refineries. Each equipment behaves and reacts to
accomplish its own goal, such as compress gas or treat
oil, but maintaining its behavior within the safety func-
tioning range. Sensors and actuators are essential de-
vices embedded in the equipments to monitor or con-
trol their behavior, respectively. These complementary
devices are orchestrated by the process plant automa-
tion system that receives sensors information and trig-
gers actuators actions, such as closing a valve.

An emergency shutdown (SD) in a process plant
unit is a safety measure, in general, triggered by au-
tomation systems (AS) to protect the equipment, the
system, people operating the system and the environ-
ment. Each SD triggers a set of events designed by
the automation designers to protect the unit. For ex-
ample, during a shutdown of a specific equipment, it
is expected that this equipment be contained and iso-
lated from the rest. In order to accomplish these ef-

fects, the automation procedure imposes the closing
of upstream and downstream valves. When shutting
down a system or even the entire unit, many more
events may be triggered. Of course, these events inter-
act with each other and further automation procedures
must specify the desired interactions. At the same time
sensors monitor parameters’ values for undesirable sit-
uations. Sometimes these undesirable situations are the
expected ones. For instance, a fast pressure drop down-
stream a pump might represent a pump cavity danger.
However, the same information when associated with
a pump turn-off means a correct and desirable behav-
ior. As already mentioded, in an emergency situation,
a great deal of information is generated. It is extremely
useful to establish priorities to set which alarms are ac-
tually important to be displayed to operators.

This scenario is very suited to agent architecture:
each equipment, system or even a component can be
modeled as autonomous agents. A sensor would be an
agent, as well as valves, pumps, compressors, etc. An
agent must know the effect of its good or ill behavior. If
something unexpected occurs the agent can report the
problem together with alarms which support its con-
clusion. But, there could be other agents which would
be responsible for more complex diagnoses that could
be based on the reasoning of other agents. For exam-
ple, a vessel would be considered contained if all inlet
and outlet valves are completely closed. In this case,
each valve corresponds to a different agent responsi-
ble for diagnosing the actual state of the valves and the
vessel to an agent responsible to diagnose the actual
state of the vessel. The vessel agent reasoning rests on
the diagnoses of the valve agents. Besides different

The differences between configurations of process
plants is another key aspect which points towards the
agents technology. Although the set of equipments of
a process plant can not be dynamically changed, it can
be changed over time or operated with different sets of
active equipments. Moreover, two petroleum offshore
units can be very different in terms of its process plant.
Once Oil companies have to manage many different
petroleum offshore unit, systems for asset management
and control should be easily configurable and scalable.
Agents technology perfectly fits in this kind of engi-
neering problems due to the main characteristics of
agents: autonomous reasoning, proactivity, configura-
bility and scalability. During the years researchers have
come to the conclusion that reactivity is also a very im-
portant characteristic that an intelligent agent should
possess [2]. Reactivity is suitable for changing envi-
ronments performing an appropriate response to some



Sanchez-Pi, N., et al. / Intelligent Agents for Alarm Management in Petroleum Ambient 3

changes which have been recognized and perceived
[3].

Inspired by the distributed and encapsulated aspect
of the process plant artifact physical model, we pro-
posed a multi-agent-based alarm management system
to synthesize the process plant situation during emer-
gency situations. Each agent represents an equipment
that understands about its expected and unexpected
behavior within the process plant. During emergency
scenarios, alarms related to expected behavior can be
suppressed to lead operators’ attention to unexpected
behavior. Distinguishing expected from non-expected
behavior during emergency scenarios and using this
information to filter what to display to operators is
the basis for our intelligent alarm management sys-
tem proposal. In addition to proposing a model, we
have implemented a prototype version and tested it
in a controlled environment. We are currently deploy-
ing a version of the system to work within a Brazil-
ian offshore petroleum process plant unit. The rest of
the paper is structured as followed. The first section
presents related work in the area of alarm manage-
ment systems, focused on offshore oil process plant
domain. Next, our multi-agent alarm management sys-
tem is laid down, followed by a case study. Results are
presented and a conclusions are outlined.

2. Related Work

In 2000 there were at least eight oil spills in Brazil.
It is estimated that the sum of fines imposed to oil
companies, as a result of environmental stresses, along
that year, exceed two hundred million dollars [4]. Data
from the Federation of Oil (FUP) [5] and the National
Front of Oil (PNF) [6] show that since 1967 there
were more than 350 accidents involving fatalities in
petroleum industry . In an attempt to ensure proper op-
erating environment for maximum security for people,
environmental protection and operational continuity,
leading enterprises have been working steadily in their
policies of SMS (Safety, Environment and Health). On
the other hand, the world economic growth has called
for an oil production increase.

Process plant automation and alarm management
systems are a reality in both as academic proposals and
on-the-shelf technology. Some of them are:

– The Matrikon Alarm Manager software [7] that
allows multiple tests to be made for an alarm
system. It provides operators with reports in Mi-

crosoft Excel spread- sheets or accessed via web
browser. The material can be used to study the
artifact’s behavior using basic statistic functions
to access alarms’ information and advanced an-
alyzes that include a detailed mapping of the
condition of the alarm system, focusing on typi-
cal problems that can be detected from statistical
tools. It is built using open technology standards;
including, service oriented architectures, MSSQL
and Oracle support.

– ABB [8] delivered an alarm management feature
as part of an automation system. In this system
rules are configurated on demand by the opera-
tors which are in charge to decide when the com-
plexity of the alarms is sufficient to suppressed an
alarm.

– GEs Alarm Response Management system [9]
that evaluates the response of each individual
alarm to the device’s condition while also com-
paring responses to multiple alarms using the
critical statistic. It uses Mean Time To Repair
(MTTR) to identify trends.

Many research studies proposed different combi-
nations of systems theoretic and artificial intelligence
techniques to tackle the alarm management prob-
lem, and delineated the requirements of such sys-
tem. There exist many different conventional central-
ized approaches in different industries (oil and electric
power), such as:

– [10] propose an alarm management system which
classifies alarms according to the type of distur-
bance produced.Their final objective is to find the
root cause of avalanches of alarms (failure tree)
and to reduce their number through grouping or
clustering techniques.

– [11,12] these two approaches are not alarm man-
agment tools but systems that use artificial intelli-
gence to identify root cause analysis of the faults
in oil and gas plants.

But most of alarm management approaches focuses
either on post-crisis information analysis or on more
automation procedures.

Besides, several conceptual frameworks have been
suggested for modeling complex intelligent systems in
the past two decades, such as expert systems [13] and
multi-agent systems (MAS). MAS, which can be con-
sidered as an instantiation of distributed artificial in-
telligence, are another conceptual framework for mod-
eling complex systems. The MAS platform empha-
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sizes distribution, autonomy, interaction (i.e., commu-
nication), coordination, and organization of individual
agents. Some approaches are:

– [14] propose a multiagent systems providing self-
healing and adaptive reconfiguration capabili-
ties for power grids based on wide-area sys-
tem vulnerability assessment to prevent or reduce
catastrophic failures and cascading sequences of
events.

– [15] describe a multi-agent model for fault detec-
tion and diagnosis which exploits the concept of
leadership; that is, when a fault is detected one
agent emerges as leader and coordinates the fault
classification process.

– [16] propose a multi-agent system that can achieve
a range of real-time safety monitoring tasks: fault
detection and diagnosis, alarm annunciation and
control of hazardous failures.

– [17] proposes the use of multiagent systems for
providing a flexible and scalable alternative to
post-fault disturbance diagnosis. It integrates a
legacy SCADA interpretation system with new
systems for digital fault recorder (DFR) record
interpretation and for enhancing fault record re-
trieval from remote DFRs.

– [18] describes how a multi-agent system (MAS)
for transformer condition monitoring has been de-
signed to employ the data generated by the ultra
high frequency (UHF) monitoring of partial dis-
charge activity.

– [19] presented an intelligent environmental mon-
itoring system, developed with software agents
and using data mining techniques for adding cus-
tomized intelligence into them.

But none of the above approaches addresses the
challenge of assisting operators to make sense of the
situation during crisis scenarios. Since our goal is to
provide assistance during crisis, our system must be
designed as a real-time application.

We have also investigated many different approaches
in ambient intelligent environments such as conven-
tional centralized structures, decentralized applica-
tions and multi-agent system. The last approaches has
presented the best results concerning response time
and flexibility to grow the application.Some of them
are:

– [20] propose a multi-agent approach for provi-
sioning of e-services in u-commerce environ-
ments.

– [21] propose a context-aware system using agents
that can be used in very different domains.

– [22] discuss how to consider software engineer-
ing issues in the development o fagent-based mul-
tisensor surveillance systems.

– [23] support the argument on prediction strategy
limitations into agent-based modelling.

We see three strategies to face the problem of in-
formation overflow: 1) mitigate wrong decisions, 2)
predict problems to avoid avalanches and 3) real-time
analysis of the avalanche to filter unimportant alarms
and automatically diagnose problems. We propose the
third strategy. Firstly, because mitigate bad decisions
is not always possible or economically feasible for ob-
vious reasons. Secondly, predictive methods are usu-
ally based on labeled examples or mathematical mod-
els which were not available. Moreover, predicting of
problems could not avoid all shutdowns and, therefore,
it would still be necessary to manage emergencies. we
proposed a multi-agent-based alarm management sys-
tem to synthesize the process plant situation during
emergency situations. Each agent represents an equip-
ment that understands about its expected and unex-
pected behavior within the process plant. During emer-
gency scenarios, alarms related to expected behavior
can be suppressed to lead operators’ attention to un-
expected behavior. Distinguishing expected from non-
expected behavior during emergency scenarios and us-
ing this information to filter what to display to opera-
tors is the basis for our intelligent alarm management
system proposal. In addition to proposing a model, we
have implemented a prototype version and tested it in a
controlled environment. Previuos work has been done
by authors in [24,25].

3. MAS for Alarm Management System

The objective of our approach is to work as an
alarm filter, receiving and sorting messages sent by the
automation supervisor system (AS), during a serious
non-planned process plant shutdown, called here sim-
ply as STOP. This STOP situation causes an avalanche
of alarms. It is humanly impossible for process plant
operators to understand not only what is happening
with the process plant, but also, and more importantly,
if it is being moving to a safe state, i.e. if the plant
is properly being turned off. Thus, our proposed sys-
tem can be seen as a assisted-stop system. The operator
should only receive information related to unexpected
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Fig. 1. Multi-Agent Architecture

alarms or danger degree escalation that may compro-
mise the safety of the unit. For example, as previously
mentioned, the alarm of low pressure downstream a
pump should only be visible if the turn-off command
has not been sent to the pump, since, in this case, the
pump is in danger of cavitation.

Typically, the network of agents is used by the team
of workers in charge of operating the process plant.
The master operator receives information from all sub-
systems of the plant and is responsible for coordinating
the work of the field operators that are responsible for
handling possible issues detected during a STOP. The
field operators are spread along the many subsystems
of the process plant. Each subsystem is equipped with
an information agent which acts as a “blackboard" of
messages, that interacts with agents that monitors the
surrounding equipments, and shows relevant informa-
tion regarded to their subsystems. On the other hand,
the information agent of the master operator shows
messages from all subsystems. This configuration al-
lows for greater agility in information flow between
operators and is easily adaptable to different process
plants.

3.1. MAS Architecture

The Agents paradigm provides an excellent mod-
eling abstraction for our intelligent alarm manage-
ment system due to agent’s human-like characteristics,
including reasoning, proactivity, communication and
adaptive behavior. Moreover, Alarm Management Sys-
tems in Emergency Situations beg for technologies that

are transparent, so that the functional behavior in an
emergency situation can be easily understood by oper-
ators.

Our model, illustrated in Figure 1, represents an in-
telligent support system for alarms management in an
offshore oil production domain. The MAS architec-
ture is composed of four types of agents: Environment
Agent, Automation Agent, Log Handler Agent, Log
Analyzer Agent and Blackboard Agent. The agents
main functionalities are the following:

– Environment Agent: This agent monitors infor-
mation from nature. It also manages information
regarding the Oil Production Platform status such
us the identification of a SD.

– Automation Agent: Automation System (AS).
Events and alarms continuously monitored and
identified by sensors embedded in the equipments
are sent to the automation system (AS). Later, the
AS triggers Actuators (pumps, valves, compres-
sors, etc.) for actions (open/close, turn-on/turn-
off). This agent creates a log of events which are
sent to the Log Handler Agent.

– Log Handler Agent: This agent reads and parses
the log of events in the blackboard to create struc-
tured information that can be further analyzed.

– Log Analyser Agent: This agent is actually a set
of agents. Each agent understands about a equip-
ment. Each agent selects, from the structured in-
formation stored in the blackboard, only the infor-
mation that concerns its expertise. Its knowledge
is written in terms of production rules describing
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expected and unexpected behaviors. Expected be-
haviors triggers an alarm information suppression
action, that means an information removal from
the blackboard.

– Blackboard Agent: This agent handles informa-
tion that will be displayed to operators. It must
handle information synchronization since many
agents are reading and writing into its structure.
It invokes the GUI where alarms information are
shown to the final operator.

The agents are developed, so that it is possible to
replicate them and synchronize the internal states of
the replicas. Thus, the loss of one or more agents
causes the messages to this agents being forwarded to
the active replicas.

3.2. Ontology

We model the process plant domain using an ontol-
ogy, illustrated in Figure 2, that emphasizes the com-
ponent and monitoring characteristics of the artifact.
Modeling this environment involves representing enti-
ties and relationships among these entities. The main
concepts of the ontology and its description are as fol-
lows.

– Equipment: It is a component of a process plant.
– Actuator: It is a device, such as valves, pumps

and compressors, which controls the equipment
behavior.

– Equipment behavior: It represents the way the
equipment behaves in order to achieve a desired
functionality. Equipment behavior is measured
through sensors.

– Event: It is an action over the actuators that
might causes a change in the state of the alarm.
For instance, the event "close" over the actuator
"valve" should cause a decrease on oil flow in the
pipeline.

– Alarm: It represents an abnormal state of the
equipment behavior. The possible values are High
(H), Very High (HH), Low (L) or Very Low (LL).
HH and LL leads to equipment and even the en-
tire unit shut down

– Sensor: It is a device that measures control vari-
ables.

– Control Variable Status: It indicates the vari-
ation of a measurement. A control variable sta-
tus indicates for instance if the temperature is in-
creasing.

An equipment is part of a process plant. Equipment
achieves its goals though a set of behaviors such as
oil level, pressure, temperature and flow that are mon-
itored by sensors. Alarm is a special type of sensor
that indicates an equipment behavior overtake danger
threshold values. There are four types of alarms: Very
high, high, low and very low alarm. There is also ana-
logic sensors that measure the exact value of a given
behavior. Automation controls equipment behaviors
though events changing actuators status such as pump
turn-off. Valves, pumps and compressors are examples
of actuators.

3.3. Stored Procedures

One of the drawbacks of the agent technology in
our scenario is the inability of handling large amount
of data in a short time. Indeed, the log messages ana-
lyzed by the agents can achieve hundreds of thousands
of messages per minute. In order to overcome such
limitation, we combined the agent technology with a
database systems by developing the reasoning part of
the Log Handler and Log Analyzer agents using stored
procedures. The strategy was the best choice and the
results have proven it so far.

As named, stored procedures are programs stored in
a database. Relational programming are programs de-
veloped using sequences of SQL statements. Follow a
sample of a procedure used by the Log Analyzer agent.

PROCEDURE LOG_ANALYZER( ) IS ... BEGIN ...

INSERT INTO T_STOPS
(ID,TYPE,DT_START,ALARM)
(SELECT

P.ID,
TP.TYPE,
MIN(P.DT_START),
MIN(P.ID_ALARM)

FROM
(SELECT DISTINCT ID, TYPE, DT_START, ID_ALARM
FROM PARADA
START WITH (DT_STRAT <= DT AND DT_END IS NULL)
CONNECT BY NOCYCLE

(DT_START <= DT
AND (DT_START BETWEEN

PRIOR DT_START AND NVL( PRIOR DT_END DT)
OR DT_END + TOLERANCE BETWEEN

PRIOR DT_START AND NVL(PRIOR DT_END, DT)))) P
INNER JOIN TYPE TP ON P.ID=TP.ID
GROUP BY P.ID, TP.TYPE);

The automation agent continuously harvest data
from environment agents to identify emergencies and
trigger shutdowns. It also sends harvested data to the
Log Handler agent in the form of text messages (Fig-
ure 3.a).

The Log Handler agent interprets data from the
automation system, filters useful data and publishes
treated data in a blackboard which is stored in a rela-
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Fig. 4. Relational operations to assess rules

tional table (Figures 3.b and 3.d). Log Handler agents
are platform specific because the syntactic rules of
messages may vary between offshore units. It discards
repeated messages, extracts structured data from un-
structured messages, validate chronology of messages
and identify the element (valve, pump, etc.) that mes-
sages refers to.

There are one analyzer agent for each environment
agent that should be monitored, i.e. a valve has a corre-
sponding analyzer which diagnoses its failures. If the
valve does not close or open when it should do, its an-
alyzer publishes diagnoses and suggestions of actions
to operators in the blackboard. The blackboard agent,
then, filters what is important.

The rules are propositional implications in the con-
junctive normal form where each clause states variable
transitions or states of alarms, actuators and variables.
It is stored in a relational table as well (Figure 3.c).
The inferences currently done are checking of actual
state of valves, pumps, compressors, etc. and danger
degree escalation. Danger degree escalation is when
fire or gas leak happens in the same area of the initiator
of the SD. The inferences of each agent can be accom-
plished through a set of relational operations over the
two mentioned relations as shown in Figure 4.

The rules for all agents are fed by automation ex-
perts though a special knowledge acquisition interface
(not included in the main model) and stored in the
knowledge-base. There are two types of rules: those
depending only on the status of each equipment behav-
ior and those that depend on a combination of equip-
ments’ behaviors. Therefore, there is a rule chain.

4. Case Study

Now we are going deeper into more details about
the agents behavior. The environment and automation
agents will not be covered because they do not dif-
fer from existing automation systems. As example of
how to automatically manage alarms consider an at-
mospheric separator SG1 (Figure 5), which is part of
a process plant. It is an equipment in which petroleum
is separated into oil and gas. It is equipped with three
sensors and four alarms that keep track of the level in-
side the vessel and a valve SDV1 (Figure 5) in the oil
outlet of SG1. The sensors and alarms of the separa-
tor detect and indicate if the level is very high, high,
normal, low and very low. When level is very high or
very low the automation system triggers a shutdown,
i.e. the AS takes a set of actions that stops the pro-
duction process of the platform. One of the actions is
to close the SDV1. It may happen that, because of the
wear of the valve or malfunctioning of closing mech-
anism, the valve closes but do not completely seal the
oil outlet or even do not close properly as commanded
by automation system.

Then, the alarm management system has to extract
from operational data (event logs - Figure 3.a) clues
that could indicate that the valve is closed after a shut-
down is initiated, otherwise the platform would be in
an unsafe state until the valve is closed. Of course there
will be other actions such as close the inlet valve of
oil and the outlet valve of gas, but this actions will be
monitored by other agents similarly.

Analyzing the schema of the separator it can be seen
that if the valve is closed it is unexpected that the valve
will not declare itself closed. In the platform control
system which we were dealing with all actuators de-
clared its state. It is unexpected, as well, that the level
inside SG1 will decrease. On the other hand, it is ex-
pected that the level will not decrease, i.e. will increase
or maintain, depending on the state of the inlet valve. It
is expected that pressure downstream SDV1 decreases
as well. The agent can then reason on observations of
what is unexpected and expected and diagnose what
is the actual state of the valve. If nothing unexpected
has happened and everything expected have happened
then the valve would be considered closed otherwise it
might be open.

We propose to specify both unexpected and ex-
pected behavior rules. To better understand why, note
that in the previous example the valve could be par-
tially open, but an inlet flow could be compensating an
outlet flow so that the level remains the same, i.e. the
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Fig. 5. Atmospheric separator

level will not decrease as unexpected behavior rules
require. In this case, valve opening would only be
detected by checking pressure downstream the valve
in the expected behavior rule. Moreover, in terms of
knowledge acquisition to configure reasoning rules of
agents this approach facilitates one to remember what
should be checked. If we want to assure that something
was done it is natural to think in terms of what was
unexpected and expected to happen.

Figure 3.a is a fragment of the log messages that
are analyzed by the agents. The first two lines states
that the valve SDV1 is closed and that the level inside
SG1 decreased. It is an unexpected behavior because it
means that level inside SG1 decreased, but if the valve
was properly closed the level could not have decreased.
Log analyzer periodically checks incoming messages
in order to detect ESD occurrences. When an SD is
detected the analyzer starts evaluating rules in a for-
ward chaining fashion. When rules evaluation points
to a failed event the event description and a set of re-
lated alarms are sent to the blackboard. The alarms not
related to failed events are ignored, what relieves oper-
ators from dealing with the complete and large sets of
alarms. Following, is an example of rules for evaluat-
ing events (Figure 6).

In the running example, the rules can be defined as
follows:

– Unxpected behavior rules:

Rule 1: IF the valve did not declare itself closed
THEN something wrong has happened

Rule 2: IF the level inside SG1 did decrease
THEN something wrong has happened

– Expected behavior rules:

Rule 3: IF the level inside SG1 did not decrease
AND the pressure downstream SDV1 did
fall to zero THEN all expected to SDV1 has
happened

– Decision rule:

Rule 4: IF nothing unexpected happened to SDV1
AND everything expected to SDV1 hap-
pened THEN the valve SDV1 is supposed
to be is closed OTHERWISE the valve is
supposed to be open

The reasoning rules are stored as in Figure 3.c in a
relational table. The first two lines represent the un-
expected rules for SDV1 analyzer agent (UB means
unexpected behavior) and the next two represent the
expected rules (EB means expected behavior). Figure
4 shows the set of relational operations on the black-
board and rules relations which are processed by the
SDV1 analyzer agent to detect that the valve is actu-
ally open. The agent then corrects the state of the valve
on the blackboard (3.d) and adds the information about
the alarms which led to the conclusion.

We have tested the system in an environment where
the automation agent generated up to 30 messages/sec
during a shutdown and that there was 200 analyzer
agents. The measured load capacity of the log handler
agent was 40 messages/second and the average pro-
cessing time for each analyzer agent was 7 millisec-
onds.

Figure 7 shows the results of the analyzes of data
from 22 SDs. The last column represents the percent-
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Fig. 6. Logs, Events and Rules Relationship

# Date ESD Begin End Fails Success Unkown Alarms Suppressed Reduction
1 22/01/10 ESD-2;3P;3 23:42:25:40 23:43:57:23 129 135 56 85 75 88%
2 22/01/10 ESD-2;3P;3T 23:45:36:06 23:47:18:01 136 123 56 75 65 87%
3 22/01/10 ESD-2 23:50:22:40 23:52:46:05 21 34 88 33 33 100%
4 30/03/10 ESD-2 13:39:28.64 13:41:09.18 23 64 56 13 13 100%
5 19/04/10 ESD-3T;3P;2 19:21:52.85 19:23:21.78 116 151 53 89 81 91%
6 20/04/10 ESD-3T;3P;2 00:07:30.38 00:09:13.24 146 122 52 52 45 87%
7 19/05/10 ESD-3T;3P;2 10:57:40.56 11:01:41.37 167 81 72 48 39 81%
8 18/06/10 ESD-3T;3P;2 20:16:00.19 20:22:20.21 112 156 52 113 103 91%
9 19/06/10 ESD-2 05:15:31.48 05:17:51.49 21 36 86 10 10 100%

10 19/06/10 ESD-2 21:57:24.74 21:59:44.74 26 50 67 19 19 100%
11 09/07/10 ESD-2 16:50:58.38 16:53:44.74 32 60 51 41 41 100%
12 09/07/10 ESD-3T;3P;2 21:45:27:71 21:52:24:30 147 108 65 82 75 91%
13 19/07/10 ESD-2 16:35:35.26 16:36:55.85 32 51 60 26 26 100%
14 14/08/10 ESD-3T;3P;2 17:10:59.46 17:13:00.11 110 154 56 83 75 90%
15 14/08/10 ESD-3T;3P;2 17:47:29.65 17:48:10.26 164 85 71 16 16 100%
16 14/08/10 ESD-3P;2 17:53:00.30 17:54:10.61 171 41 90 5 5 100%
17 02/09/10 ESD-3T;3P;2 13:39:45.55 13:43:11.32 120 139 61 78 70 90%
18 02/09/10 ESD-3P;2 13:59:04.47 14:02:20.33 169 39 94 2 2 100%
19 02/09/10 ESD-3P;2 16:29:30.63 16:31:14.06 112 127 63 54 51 94%
20 03/09/10 ESD-3T;3P;2 07:57:41.56 07:59:07.67 136 121 63 59 54 92%
21 08/10/10 ESD-3P;2 19:25:46.67 19:30:32.99 168 49 85 11 11 100%
22 09/10/10 ESD-2 17:03:50.68 17:04:53.58 23 51 69 20 20 100%

ESD EVENTS ALARMS

Fig. 7. Results. Alarms suppressed

age of alarm suppression. As shown, there are scenar-
ios of 93,76% of suppression.

5. Conclusions

More than a decade has passed since intelligent sys-
tems were first applied in oil industry but still lacks
of applications that can bring the power of integrated
and embedded intelligent systems into the main stream

of the oil and gas profession. Most alarm management
approaches existing for oil industry focus either on
post-crisis information analysis or on more automa-
tion procedures. The innovation of our approach for
petroleum ambient combines the challenges of real-
time systems and intelligent decision support systems.

This work presents an alarm management system
that provides a solution for improving operators’ situa-
tion awareness during emergency situations in offshore
oil platforms. The system is based on multi-agent tech-
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nology and benefits from great efficiency in data pro-
cessing of the database systems.The innovative part
is that agents reasoning were implemented by means
of stored procedures in order to overcome the limita-
tion of handling large amount of data in short time,
like the hundreds of thousands of messages per minute
agents can exchange. This MAS-based model provides
a comprehensive treatment of the alarm management
problem.

Oil process plant is a very complex artifact com-
posed of independent subparts that interacts with each
other, so the possibility of working with real-world
data was very demanding and challenging issue. The
results of initial experiments run in our research lab
using actual data information coming from SD scenar-
ios have shown that only 6 percent of the total of the
alarms were visualized to the operator which is an out-
standing result. Additionally, operators confirmed that
the suppressed information was unnecessary.

Future research of this project will be addressed in
the area of sensor network fusion. Another interest is
also extending the multi-agent architecture to support
redundancy to achive more reliability and robustness
of the system.This extension will also highlight the
ability of learning of the agents from the interaction
with the users. It would
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